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NHOOPMALIMOHHASA TAMATKA
JJI1 OBYYAIOIIUXCA U151 PASMELLIEHUSA
HA O©PUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXXIbIM TOJIOM MOJIOJIC)KU B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKU OJHU U3 CaAMbIX
aKTHBHBIX NIOJIb30Barenel Pynera. Mexay TeM, IOMUMO OTPOMHOTO KOJTMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCeT U MpoOlsieMbl. DTa naMsATKa J0KHA ITOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KommnsrorepHble BUPYCHI

KoMIbloTepHBIN BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPaMM, OTJINYUTEIBHOU
OCOOEHHOCTBIO KOTOPOH SIBJIIETCS] CIIOCOOHOCTh K pa3MHOXKEHUIO. B 1ononHeHne k 3ToMy, BUPYChI
MOTYT MOBPEIUTh WX MOJHOCTHIO YHUUTOXKUTH BCe (Paiiiibl M JaHHbIE, TOAKOHTPOJIbHbIE
H0JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3allyllleHa 3apakeHHasl IporpaMma, a TakKe MOBPEAUTh
WIN 1aXKe YHUYTOXKUTH ONIEpaIlHOHHYIO CHCTEMY O BceMU (paiiamu B 1iesioM. B OonbInHCTBE
CJIy4aeB pacIpOCTPAHSIIOTCS BUPYCHI YePE3 UHTEPHET.

MeTOJ]bl 3alUMTBI OT BPCAOHOCHBIX ITPpOrpamMm:

1. Mcnonb3yil COBPEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UIMEIOIINE CEPbE3HBIM YPOBEHD 3AILUTHI OT
BPEIOHOCHBIX MTPOrPaMM;

2. IlocTosiHHO ycTaHaBIMBall mauTH (U(PPOBBIE 3aIIATKH, KOTOPbIE aBTOMAaTUYECKH
YCTaHABIMBAIOTCS C II€JIbI0 TOPAOOTKU MPOrpaMMbl) U APyrue OOHOBIECHHUS CBOEH OMEpallMOHHOMN
cucteMbl. CkaunBail X TOJBKO ¢ OpHUIMATIBHOTO caiiTa pazpadorunka OC. Ecnu cymecTByer
PEXHUM aBTOMaTHYECKOTO OOHOBJIEHHUSI, BKJIIOUYH €T0;

3. Paboraii Ha CBOeM KOMIIBIOTEPE O] IIPAaBaMH MOJIb30BATENs, @ HE aIMHHUCTPATOPA. ITO HE
TIIO3BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX IMPOrpaMM MHCTAJIMPOBATHECA HA TBOEM IEPCOHAJIBHOM
KOMIIbIOTEPE;

4. Mcnonp3yil aHTUBHPYCHBIE ITPOTPAaMMHBIE POAYKTHI U3BECTHBIX TPOU3BOIUTENEH, C
AaBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NUECKUl TOCTYI K KOMIIBIOTEPY AJI1 IOCTOPOHHUX JIMII;

6. Mcrionp3yii BHEIIHUE HOCUTETN UH(OpMAIINK, TaKUe Kak (IIemika, JUCK Win aill U3 MHTepHeTa,
TOJILKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBaii KOMIbIOTEPHBIE (haiiNIbI, TOTYUESHHBIE U3 HEHAIC)KHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpHUCIall TBOM 3HAKOMBIN. JIydIlie yTouHH y HEro, OTIPABIISI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - a0 He BUa nepenayn JaHHBIX, HE TEXHOJIOTHSI, a BCETO JIUIL OpeH 1, Mapka. Eme B 1991
rojly HUAepiaHAcKas KoMmnaHus 3apeructpuponaina opens "WECA", uto 0603Ha4ano
cinoBocodetanue "Wireless Fidelity", koTopsrit mepeBoauTcst Kak "OecrpoBOIHAS TOUHOCTS".

Jlo Hamero BpeMeHH Jio1uia Apyrast abbpeBuarypa, KoTopas sSBIsIeTCs TaKoH ke TeXHOJIOTHeH. ITo
abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM Ha CTAaHJAPT BBICIICH 3BYKOBOU
texHuku Hi-Fi, uto B mepeBoze o3HayaeT "BbICOKasi TOUHOCTH".

Ma, GecrutaTHbI HHTEPHET-I0CTYI B Kae, OTeNsIX U adpOoNnopTax SBISIETCS OTIUYHON
BO3MO)KHOCTBIO BBIXO/Ia B MUHTEepHET. HO MHOTHE 3KCIIepThl CUUTAIOT, YTO o0menoctynubie Wi-Fi



CETH HE SIBIISIOTCS 0€30MaCHBIMHU.
CoBeTbl 110 0e30naCHOCTH Pad0OTHI B 0011e10CTYNHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro nuuHyr0 HHPOpManuio uyepe3 odmmenoctynasie Wi-Fi cetn. Paboras B HuX,
)KeJlaTeJIbHO He BBOJUTH MAPOJIH JOCTYIIA, JJOTHHBI M KaKue-TO HOMEpa;

2. Ucnonb3yit u 0OHOBIISI aHTUBUPYCHBIE TTPOTPaMMBI B OpaHaMayep. TeM caMbIM ThI
obe3omacuib ce0st OT 3aKauKu BUPYyCca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi orkmoun pynkuuto "OOmuit focTyn K daiinam u npuHTepam”.
JanHas GyHKIUS 3aKpbITa IO YMOJYaHUIO, OTHAKO HEKOTOPHIE MOJIH30BATEIN AKTUBUPYIOT €€ JIJIs
yno0CcTBa HCIIOIB30BaHUS B paboTe nin yueode;

4. He ucnons3yit nyonuunsiit WI-FI 115 nepenaun TMUHbBIX JaHHBIX, HAPUMeEp 7S BBIXO/1A B
COLIMAJIbHBIEC CETH UJIU B MIEKTPOHHYIO I10UTY;

5. Ucnonp3yii Tonbko 3amuiieHHoe coenqnnenue yepe3 HTTPS, a e HTTP, 1.e. mpu Habope BeO-
aapeca BBoau uMeHHo "https://";

6. B moOunsHOM Tenedone otkimroun Gyukmnuio "Tlogkmouenue k Wi-Fi aBromarnuecku'. He
JOITyCKall aBTOMAaTUYECKOTO TOAKITIOUEHHS YCTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CounajabHble CeTH

COI_[I/IaJ'II)HBIe CCTH aKTUBHO BXOJAT B HAIly )KU3Hb, MHOTHE JIFOU pa60Ta}0T " )KXUBYT TaM
MOCTOSIHHO, a B Facebook yixe 3apeructpupoBan MUJUIHAP]] YEIOBEK, YTO SIBJISETCS OHON CeIbMOM
BCeX JKUTeNeH ITaHeThl. MHOTHE TONb30BaTeIN HE IIOHUMAKOT, 4YTO I/IHCbOpMaI_[I/Iﬂ, pasMEIICHHasA
UMM B COLIMANIBHBIX CETSAX, MOXKET ObITh HaiiieHa U UCIIOJIb30BaHa KEM YTOJIHO, B TOM YHCJIe HE
00s13aTeNIbHO ¢ OIaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETDI 10 0€30IIACHOCTH B CoIMaJbHBbIX CETHAX:

1. Orpanuyb cUcoK Apy3eil. Y Tebs B APy3bsSX HE JOKHO ObITh CTy4ailHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amuMiail cBoro yacTHyIO ku3Hb. He ykasbiBail maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXICHHUS U APYTYIO JUYHYIO0 HH(OPMAUIO. 37I0yMBIIIJIEHHUKH MOTYT UCIIOJIB30BaTh JaXke
MH(OPMAIUIO O TOM, KaK Thl M TBOM POAMTENHN TUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amminaii CBOIO peryTaIuio - Aep>KU €€ B YUCTOTE U 3a7iaBaii cede BOMPOC: XOTe ObI ThI, YTOOBI
JpyTHe TOIb30BaTeNu BUACTH, UTO ThI 3arpyxaemis? [logymait, npex/e 4em 4To-To OmyOIHKOBaTh,
HaIucarh U 3arpy3uTh;

4. Ecnu Thl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAEIIIb, HE MCIIOJIb3YH CBOE PEAbHOE UMS U IPYTYIO
JUYHYI0 UHPOPMAIMK: UMSI, MECTO KUTEJIbCTBA, MECTO Y4eObl U MpoYEe;

5. N36eraii pazmemnienus ¢pororpaduii B IHTEpHETE, Te THI H300pa’keH Ha MECTHOCTH, 110 KOTOPOH
MOKHO ONPEJEIUTh TBOE MECTOIIOIOKEHHE;

6. Ilpu peructpaiuu B COMAIBHOIN ceTH HEOOXOAMMO UCIIOIB30BATh CIOKHBIE MAPOIIH, COCTOSIIINE
u3 OyKkB U IUGp U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. 1nst conmanbHOM ceTH, MOYTHI U JPYTUX CAaliTOB HEOOXOAMMO UCIIOIB30BaTh pa3HbIe MAPOIIH.
Torna eciu Te0st B311OMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4aT JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO
BCE Cpasy.



DJIeKTPOHHBIE JeHbI' U

DJIeKTPOHHBIE J€HBIU - 3TO OU€Hb YIOOHBIN cr1oco0 IIaTexei, OMHAKO CYHIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT IOTYYUTh ITH JICHBIU.

BJ'ICKTpOHHI)Ie ACHBI'U IMMOABUJIINCH COBCEM HEAABHO U MMCHHO M3-3a 3TOI'0 BO MHOT'MX I'OCyJapCTBax
A0 CUX IIOP HE IMMPOIMMCAHO MTPO HUX B 3aKOHAX.

B Poccun ke oHr (DYHKIIMOHUPYIOT M O HUX YK€ MPOMKICAHO B 3aKOHE, TJ€ UX Pa3JeisioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, UTO aHOHMMHBIE - 9TO T€, B
KOTOPBIX pa3peniaeTcsi MpOBOAUTH orepanuu 0e3 HASHTHUPHUKAIIUH I10JIb30BaTeNs, a B
HEaHOHMMHBIX MIEHTH(HKALIUS TOIb30BaTeNs ABIseTCS 00s3aTeIbHOM.

Taxoke cienyer pa3inyarh AEKTPOHHbBIE (PUATHbIE J€HBIU (PaBHBI TOCY/IAPCTBEHHBIM BAJIIOTaM) U
ANIEKTPOHHbIE He(UaTHbIE ACHBI'M (HE PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI M0 (€30MACHO PadoTe ¢ JIEKTPOHHBIMH IEHbTAMM:

1. ITpuBsku K cueTy MOOMIIBbHBIHN TenedoH. DTo caMblil YIOOHBIN U OBICTPBIN CIOCOO BOCCTAHOBUTH
noctyi K cuety. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciy 3a0yAelb CBOH MIaTeXHbIM Mapoib UIN
3aiiielb Ha CaT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit omHOpa3zoBbie maponu. [locie mepexoaa Ha yCUIIEHHYIO aBTOPU3AIIUIO Te0e yKe He
OyZeT yrpoKaTh OMACHOCTh KPa)KH WIIH TepexBaTa IIaTeHOTO IMapoJis;

3. Bribepu cnoxHbli napoins. [IpecTynHukaM OyieT He IPOCTO YraJaTh CIOKHBINA Mapob.
HanexHble naposu - 3To Mapoiu, KOTOpbIe COAEPKAT HE MEHEe 8 3HAKOB U BKJIFOYAIOT B ce0s
CTPOYHBIE U MIPONHCHBIE OYKBBI, IIU(PHI U HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HAK J10Ju1apa, (pyHTa,
BOCKJIMIIATEIIbHBIN 3HaK 1 T.I1. Harmpumep, $tROng!;;

4. He BBOJHM CBOH JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPACHIb.

DJIEKTPOHHAasI 0YTA

DJEKTPOHHAS T10YTA - 3TO TEXHOJIOTHS U IIPEIOCTABISIEMbIE €10 YCIYTH 110 IEPECBUIKE U
MOJTYYEHUIO SJIEKTPOHHBIX COOOIIEHUH, KOTOpPBIE paclpeiesstoTcs B KOMIBbIOTEpHOH ceTu. OOBIYHO
ANIEKTPOHHBIH MOYTOBBIN SIUK BRIIISAUT CIAETYIOIIMM 00pa3oMm:
UMs_TI0JIb30BaTeNA(@UMS_ToMeHa. Takke KpoMe nepeiaun MpOCTOTo TEKCTa, UMEETCs
BO3MOYKHOCTD I€pe/iaBaTh (Pailiibl.

OcHOBHBIE COBETHI M0 0e30MacHOii padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hayto BbIOpaTh MpaBUIIbHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBII BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYyYIlle JOBEPATH TEM, KOTO 3HAEIIb U KTO MEPBbIi B
pEUTHHrE;

2. He ykaspIBaii B TMUHOI noute tnyHyto nHpopmanuto. Hanpumep, myurie BoIOpaTh
"My3bIKanbHbIN _(aHat@" nim "pok2013" Bmecto "Temal3";

3. Mcnonb3yii 1ByX3TAITHYIO aBTOPU3ALMIO. DTO KOI/Ia IOMUMO MapoJisi HY’KHO BBOJUTH KO,
npucbuIaeMblil mo SMS;

4. Beibepu CIOXKHBIN Mapoiib. st KakK10r0 TOYTOBOTO SIIHKA TOJDKEH OBITh CBOM HACKHBIM,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOKHOCTD HAIIMCATh CAMOMY CBOW JIMYHBIM BOIIPOC, UCTIOIb3YH 3TY BO3MOKHOCTB;

6. I/ICHOHBSyﬁ HCCKOJIBKO ITOYTOBBIX AIIHKOB. HepBBIfI JIJISI YaCTHOM INEPCIHCKU C aipeCcaTaMu,



KOTOPBIM ThI IOBEPSCITh. ITO NMEKTPOHHBIN aapec He Ha/I0 UCTIONb30BaTh IPU PETUCTPALIUU HA
dbopymax u caifrax;

7. He oTkpsiBaii (haiiipl U Ipyrue BIOKEHUS B MMUCbMaX, JIa)Ke €CITU OHU MPUIIUTH OT TBOUX JpYy3eHl.
Jlyume yTouHu y HUX, OTIIPABIISUIN JIM OHU TeOe ITH (haIbl,

8. ITocne okoHuUaHUs1 pabOTHI HAa TOYTOBOM CEpPBHUCE TIEPE]] 3aKPHITHEM BKIIAJKU C CAUTOM He 3a0yIb
Ha)xaTth Ha "Beiitu".

Ku0epOy/utuHT MM BUPTYyaJIbHOE U31eBaTeIbCTBO

KI/I6ep6y.TUII/IHF - IpeCICAOBAHNC COO6H.[CHI/IHMI/I, coacpiKalluMun OCKOp6HeHI/I$I, arpeccuro,
3allyTUBAHUC, XYIIUTAHCTBO,; COLIUAJIBHOC 601\/'IKOTI/Ip0BaHI/Ie C IMIOMOMIBIO PA3JIMYHBIX UHTCPHET-
CCPBUCOB.

OcHoBHBbIE cOBeTHI 110 00pble ¢ KNOepOyNIMHIOM:

1. He 6pocaiics B 60ii. JIyumuii cioco6: mocoBETOBaThCS KakK ceOs BECTH U, €CIIA HET TOTO, K KOMY
MOXKHO OOpaTUTHCS, TO BHaYaJIe YCIIOKOUTHCA. Eciu Thl HauHeIb OTBEUaTh OCKOPOJICHUSIMH HA
OCKOPOJIEHHSI, TO TOJBKO €I1e OOJIbIIe Pa30A-IKelTh KOH(IHKT;

2. Yopasnsii cBoeil kubeppernyTraiuei;

3. AHOHMMHOCTb B ceTH MHUMasl. CyIIecTBYIOT CIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XylIMraHCKH 00pa3 BUPTyadbHOMU kKU3HU. IHTEpHET UKCHUpYyeT BCe TBOU
JENCTBUS U COXpaHSIET UX. YIaIuTh UX OyneT KpailHe 3aTpyIHUTENIbHO;

5. CoOiroziait CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eaHUYHBINA HeratuB. OIHOPa30BbIe OCKOPOUTENbHbBIE COOOLICHUS JTyUllle
urnopupoBatb. OOBIYHO arpeccus NpeKkpamaeTcs Ha HayaabHON CTaauu;

7. Ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMHU, B COITUATBHBIX CETSAX €CTh
BO3MOYKHOCTH OJIOKHUPOBKH OTIPABKHU COOOIIEHU ¢ OMpeeIEeHHBIX aIpECOB;

8. Ecnu bl cBUETENh KNOEpOYIMHTa. TBOU A€WCTBUS: BHICTYIIUThH IPOTHUB MPECieI0BaTeNs,
[I0Ka3aTh €MY, UTO €T0 IEHCTBHs OLICHUBAIOTCS HEraTUBHO, ITOIEPXKATh JKEPTBY, KOTOPOH HY>KHA
MICUXOJIOTUYECKAs TIOMOIIb, COOOIIUTH B3POCIBIM O (paKTe arpeCCUBHOIO MOBEEHUS B CETH.

MoOubHbIH TeaedoH

COBpeMCHHBIC CMapT(I)OHBI U IUIaHIOCTBI COACPIKAT B ceOe BIOJIHE B3pOCJIBII>'I (I)YHKL[I/IOHH.H, n
TCIICPb OHU MOT'YT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMITBIOTCPpaAMHU. O)IHaKO, CpEACTB 3alIUThI
JJIsA HOI[O6HLIX YCTPOﬁCTB IIOKa O4YC€Hb MaJIo. TCCTI/IpOBaHI/Ie " IOUCK y;ISBPIMOCTCfI B HUX
MMPOUCXOANUT HE TaK HHTCHCUBHO, KaK JJId HK, TO K€ caMO€ KacaeTcsd U MOOMIILHBIX HpPIJ'IO)KGHPIfI.

CoBpeMeHHbBIE MOOMIIbHBIE Opay3ephl yKe MPAaKTUYECKHU JOTHAIM HACTOJIbHBIE aHATIOTH, OTHAKO
pacmmpenne PyHKIIMOHAaIa BJIEUeT 32 COO0M OONBIITYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlanexko He Bce MPOM3BOAUTENHN BBITYCKAIOT OOHOBJIECHHUS, 3aKPHIBAIOIINE KPUTHIECKHUE YA3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OcHoOBHbBIE COBETHI 1JI 0€30MaCHOCTH MOOMJILHOIO TesedoHa:

Huuero He siBisieTcs mo-HacToseMy OecriatHeIM. Bys ocToposkeH, Belb Korna Tede mpeyiaraior
OecIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIE YCIIYTH;



Jymait, mpexe yem otnpaButh SMS, ¢oto nnu Buaeo. Tbl TOYHO 3HACIID, TAEC OHU OYIyT B
KOHEYHOM UTore?

Heo6xonumo 0GHOBIATH ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE TPOrPAMMBI JIJ1s1 MOOMIJIBHBIX TEIE(POHOB;

He 3arpysxait npuiiokeHus OT HEM3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COZIEp>KaTh BPEJOHOCHOE
IpOrpaMMHOE 00€eCTIeUeHHE;

[Tocne TOro Kak ThI BRIHACIIL C CaifTa, T BBOAMII JIMUYHYIO HH(POPMAIIHIO, 3aiiT1 B HACTPOUKHU
Opay3epa u yaanu cookies;

ITepronnuecku mpoBepsii, KAKUE IUIATHBIE YCIYI'H aKTUBUPOBaHbI HA TBOEM HOMEPE;
JlaBaii cBoif HOMep MOOMIIBHOTO TeleOHA TOIBKO JIIOJSM, KOTOPBIX Thl 3HACIllb U KOMY JOBEpsCIIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOT/Ia Thl UM HeE MoJib3yelibest. He 3a0biBaii MHOTAA IPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAIH-UTPBI - 3TO KPaCOUHbBIE, 3aXBaThIBAIOIINE PA3BICUCHUs, O0OBEIUHSIONINE
COTHHU THICSAY YEJIOBEK 110 BceMy MUpy. Irpoku ucciaenyoT NaHHbIi UM MUp, 0OLIAIOTCS APYT C
JPYTOM, BBITIOIHSIOT 3a/1aHUs, CPAYKAIOTCS C MOHCTPAMM U MOJIYYarOT OMBIT. 3a YIOBOJIBCTBUE OHU
IUIATAT: MOKYNAIOT AKCK, OTNIAYMBalOT aOOHEMEHT UM MPUOOPETAIOT KaKHue-TO OILUH.

Bce 31u cpenctBa uayT Ha Mojiep;KaHUE U pa3BUTHE UIPHI, @ TAKXKE HAa caMy 0€30IacHOCTb:
COBEPUICHCTBYIOTCS] CUCTEMbI aBTOPU3AIIMH, BBIMTYCKalOTCS HOBBIE MAaTuu (LIM(PPOBBIE 3aMIaTKH JIs
IpOTrpaMM), 3aKpbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B 1'[02106HI)IX HUrpax CTOUT OIacaTrbCsa HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KPaXXH TBOCTO
napoJrsa, Ha KOTOPOM OCHOBAaHa CUCTEMaAa aBTOpHU3allun OOJIBIIMHCTBA urp.

OcHOBHBIE COBETDHI IO 0€30IACHOCTH TBOET0 HI'POBOIro akKKayHTa:

1. Ecnu apyroii UTpok BeAeT cedsl III0X0 WK CO3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €To B
CIHCKE UTPOKOB;

2. Iloxanyiics aIMAHACTPATOPaM UIPhI Ha IIOXO€ MOBEIEHHUE 3TOTO UIPOKa, KEIATeIbHO
IIPWIOKUTHh KAKUE-TO 10KA3aTeNIbCTBA B BUIEC CKPUHOB;

3. He yka3biBaii 1MuHy0 HHQOpMaLIKIO B ITpodaiisie Urpsl;
4. YBaxail Jpyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIIMaabHbIE TATYX U MOJIBI;

6. Mcnonb3yii CI10KHBIE U pa3HBIE NTAPOJIH;

7. JJaxxe BO BpeMsl HTPbI HE CTOUT OTKJII0YaTh aHTUBUPYC. [10Kka ThI UTpaeib, TBOM KOMITBIOTED
MOTYT 3apa3uTh.

@OUIIMHT WA KpaiKa JUYHbIX TaHHBIX

OOBIYHOM KpaXkel JACHET U JIOKYMEHTOB CETOHS Y>Ke HUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOT U 3JIOYMBIIUICHHUKH IEPEMECTIIINCH B MHTEPHET, ¥ MPOJOKAIOT 3aHUMAThCS
"MFOOMMBIM" JTETTOM.

Tak nmosiBuIach HOBast yrpo3sa: MUHTCPHCT-MOIICHHUYCCTBA UJIN (I)I/II_HI/IHF, 1aBHas OCJib KOTOPOTO



COCTOMUT B MOJIyY€HUH KOH(UICHIIMAIBHBIX TaHHBIX MTOJIb30BaTeNel - TIOTHHOB U napoiei. Ha
aHmmiickoM s3bike phishing unraercs kak ¢umunr (ot fishing - peiOHas noBs, password -
11apoJib).

OcHoBHBbIE cOBeTHI 0 O0opbOe ¢ PUIIMHTIOM:

1. Crienin 3a cBOMM akKayHTOM. Eciu ThI of103peBactiib, 4YT0 TBOS aHKETa Oblila B3JIOMaHa, TO
HEO0X0IUMO 3a0JI0OKMPOBATh €€ M COOOIIUTh aJJMHHUCTPATOPaM pecypca 00 TOM KaK MOXKHO
cKopee;

2. I/ICHOHBSyﬁ Oe3oImacHbIe Be6-caﬁTH, B TOM YUCJIC, THTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;,

3. Ucnonp3yii criokHBIE U pa3HbIEC Maposid. TakuM 00pa3oM, eciiu TeOs B3JIOMAIOT, TO
3II0YMBIIIIEHHUKH TTOy4YaT TOCTYI TOJBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B37IOMaJI, TO HEOOXOAMMO MPEAYNPEANTH BCEX CBOMX 3HAKOMBIX, KOTOPHIS
n00aBJIeHBI Y TeOS B PY3bsAX, O TOM, YTO TeOsl B3IIOMANIU U, BO3MOXKHO, OT TBOETO HMEHU OyIeT
PacChUIaThCS CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CATHI,

5. YcranoBu Haaexuslid napois (PIN) Ha MmoOusbHbIH TenedoH;
6. OTKIIIOUN COXpaHEHHUE Taposisi B Opaysepe;

7. He oTkpsiBaii (haiiipl U Ipyrue BIOKEHHS B MMCbMaX, JIa)Ke €CITU OHU MPUIIUTH OT TBOUX JpYy3eHl.
Jlyume yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (halbl.

Hudposas penyranus

[{udpoas penyTanus - 5T0 HETaTUBHAS WU MMO3UTHBHAs HHPOPMAIUS B CETH O TeOe.
Kommpomerupyroniast undopmarnius, pasmMenieHHasi B MHTEPHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOM >xu3HU. "Lludposas pernyranus" - 3T0 TBOM UMUK, KOTOPBIT
dbopmupyetcs u3 uHGoOpManuu o Tede B UHTEPHETE.

TBoe MecTO JKHUTCJILCTBA, y‘-ICGLI, TBOC (I)I/IHaHCOBOC ITOJIOKCHHUC, 0COOCHHOCTH XapakTepa u
paccka3bl O OJIM3KHX - BCE DTO HAKAIIMBAETCSA B CETH.

MHorue noApoCTKU JETKOMBICIEHHO OTHOCATCS K MyOJIMKaluy JTHIHON nHdopmanuu B MIHTEpHETE,
HE MIOHKUMasi BO3MOXHBIX 1ociencTBUui. Thl Jajke HE CMOXKEIIb 10TaaThes 0 TOM, uTo (oTtorpadus,
pasMeleHHas 5 JIeT Ha3a/l, cTaja MPUYUHON OTKa3a NMPUHATH TeOs Ha paboTy.

KomMmeHnTapuu, pazmenienue TBoux ¢ororpaduii u qpyrue AeMCTBUS MOTYT HE UCUE3HYTh JJae
1ocJie TOTO, KaK Thl UX yAalullb. Thl HE 3HAElIb, KTO COXpaHUJI 3Ty HH(POPMAIIHUIO, 10Majia JIM OHa B
IIOUCKOBBIE CUCTEMBI U COXPAHMJIACh JIM OHA, a [NIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAIOIIUE JIFOIH,
KOTOpbIE HAAYT U yBUIAT 3T0. HaliTi nH(pOpMaIMio MHOTO JIET CITyCTS! CMOXKET JIF00O0H - Kak U3
JTOOpBIX MOOYKIEHUH, TaK U ¢ HAMEPEHUEM MPUYUHHUTD Bpea. ITO MOXKET OBITh KTO YTOAHO.

OcHoBHBIE cOBETHI 0 3a1MTe HU(POBOI pemyTalUu:

1. ITogymaii, mpexe yem 4To-To MyOJIIMKOBaTh U MepeiaBarh y ceds B 6J10re WK B COLMATBbHON
CeTH;

2. B Hactpoiikax nmpo¢uis yCTaHOBU OTPaHUYEHHUS Ha IPOCMOTP TBOETO MPO(UIISL U ero
COZIEP>KMMOT0, CIeai ero TOJIbKO "It apy3en';

3. He pa3menaiil u He yka3biBaii HH(OPMAIUIO, KOTOPask MOXKET KOTO-JIHMO0O0 OCKOPOISAThH WIIN
00MKAaTh.



ABTOpCKOE IPAaBO

CoBpeMeHHbIE IIKOJbHUKHU - AKTUBHBIE TIOJIb30BaTeNH U(PpoBOro mpoctpancTBa. OAHAKO 1ajIeKo
HE BCE 3HAIOT, YTO MOJIb30BaHHE MHOTMMHU BO3MOXKHOCTAMU IIU(PPOBOro Mupa TpedyeT coOMoneHus
[IPaB Ha UHTEJJIEKTYalbHYI0 COOCTBEHHOCTD.

TepMuH "UHTEIUIEKTYya IbHAsE COOCTBEHHOCTD' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM YEJIOBEYECKOTO
yMa, HauMHAas C HOBbIX U300pETeHHI U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U
YCIIYTH, U 3aKaHYMBasi KHUramu, (potorpadusiMu, KHHOPUIbMaMH U MY3bIKaJIbHBIMU
MIPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHHS HAyKH,
JUTEPATYPHI U UCKYCCTBA. ABTOPCKHE IPABa BBICTYNAOT B KAYECTBE FAPAHTUH TOTO, YTO
MHTEJUIEKTYaIbHbIH/TBOPUECKHIA TPy aBTOpa He OyJeT HalpacHbIM, JacT €My CIpaBeIINBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3y/bTaTax CBOETO TPY/a, MOIYYUTh U3BECTHOCTh U IPU3HAHHUE.
HuxTto 6e3 pa3perieHus aBTropa He MOXKET BOCIIPOU3BOIUTD €r0 NMPOU3BEACHUE, pAaCIPOCTPAHATS,
yOJIMYHO J€MOHCTPHUPOBATh, IPO/IaBaTh, UMIIOPTUPOBATH, ITYCKaTh B MPOKAT, MyOJINYHO
UCTIOJIHATh, TOKa3bIBaTh/UCIIONHATH B A(Hpe UK pazmenars B lHTepHerTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOro o0ecrieueHusl MOXKET MPUBECTH K MHOTHM PUCKaM:
OT TIOTEePH JTaHHBIX K TBOMM aKKayHTaM 10 OJJOKHPOBKH TBOETO YCTPOICTBA, I7le yCTaHOBJIEHA
HeJseranbHas nporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYLIECTBYIOT JieTajdbHbIEe U OeCIIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraue

CereBuuoK.p( - TBOM I71aBHBIA COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O OE30MaCHOCTH B CETH
MOHSATHBIM M JJOCTYITHBIM SI3bIKOM, @ IIPH BOZHUKHOBEHUU KPUTHYECKOW CUTYalluu OOpaTUTHCS 3a
COBETOM. A TakKe MPUHATH Y4acTHE B KOHKYpPCaX U CTaTh CaMbIM HU(POBBIM I'paxkIaHUHOM!



